Linux Printing via the Windows Print Server Print Manager Plus

INTRODUCTION

There are a number of ways to allow Linux clients the ability to print through your printer, however sometimes
the best and most workable method is not clear. This article is designed to provide an overview of the options
available when printing from Linux, via shared printers on a Windows Server.

WHAT IS CUPS?

CUPS was originally an acronym for Common Unix Printing System, and over the years has officially become
simply CUPS. ltis natively a print spooling platform used for the Internet Printing Protocol on Linux and Unix
systems. It also includes support for printing via Line Printer Daemon (LPD) and Server Message Block (SMB
via SAMBA) protocols. Running this powerful daemon opens the door to a variety of printing options on Linux.

*Daemon is a computer termed coined originally for Unix systems referring to background processes that
remained running to provide a service.

METHODS AVAILABLE

There are a several methods of allowing the use of Windows Server shared printers, to your Linux clients.
Below is a summary of two methods covered within this article.

Printing via LPD (Line Printer Daemon)
This is typically the easiest, and most typical option available.

Primary Advantages / Disadvantages:

* Submits print job as the user logged in and printing

* Print Job submission includes document title

* Simple setup and installation of printer

* Lacks common authentication issues that can occur when attempting to use SAMBA

Printing via Windows Print Sharing (SMB):

This printing allows connection straight to the Windows Share and has the best integration with Active
Directory, though in some cases can be difficult to support. It uses SAMBA to implement connection to
Windows File and Print Sharing.

Primary Advantages / Disadvantages:

* All print jobs get submitted as the user that initially installed the printer, rather than the user
actually printing

* Slightly more complex installation

* Print job submission does not include document title

* Windows credentials are stored in clear text as part of the Device URI (defined later in this
guide)
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OBTAINING & INSTALLING CUPS
There are usually several methods available for obtaining and install CUPS on your Linux system. Below is a
summary of each.

Included with Distribution:
Most Linux distributions include CUPS, and it is often even preinstalled during a typical installation. In
some cases you may need to manually enable or install it from within the user interface. Some flavors

have become so simplified; installing CUPS may not even be labeled “CUPS”.

Example:
Installing CUPS by adding Printing Support within the built in package collections on Fedora 15

Add/Remove Software

System Filters Selection Help

peisian suppui

Polish Support

= Package collections polish-support
& Newest packages o E-'}! Printing Support
Q Selected packages = printing

x:t\ Punjabi Support

™ punjabi-support

[

@ Admin tools
€ GNOME desktop
KDE deskto Robotics

TP robotics-suite
o:) Other desktops
P Romanian Support
Wk XFCE desktop FomanianeumpoLt

Education

&b Fonts Install these tools to enable the system to print or act Type: Collection

.'f\‘ Games as a print server. Group: Package collections

‘f{ Graphics

@ Internet

Size: 47.8 MB

Help Clear Apply

Downloading & Installing an RPM:
If CUPS is not included, and is not easily installable via the built in packages, then the RPM file for

CUPS can usually be downloaded and installed from your distribution’s support site, and possible other
third party sites. It is important when locating and downloading, to take two things into consideration:

* Do | have all of the pre-requisite packages downloaded and installed?
(Common pre-requisites include: gcc, libjpeg, libjpeg-devel, libpng, and many, many more. See
www.cups.org for a complete pre-requisite list)

* Am | downloading the correct package for my version and architecture?
(i.e. 0x86 or 0x647? Linux kernel version?)

Downloading & Compiling the Source:
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A final option is download, compile and install the source code directly downloaded from www.cups.org.
This option requires much more advanced Linux and development knowledge, and is beyond the scope
of this guide.

INTRODUCTION TO THE CUPS ADMINISTRATOR:

The modern CUPS administrator uses a Web Ul and has become increasingly easy and intuitive to use. The
below provides a brief introduction to logging in and mentions the areas we will be using in this guide.

The CUPS Web Ul:
The user interface for cups is accessed via an internet browser using the following url. You may be
required to provide root access before accessing this, or making any sensitive changes.

http://127.0.0.1:631

After entering the address, a web page should load allowing for easy administration. The section will
be focusing on is limited to Printers.

The Server section should not be confused with anything used to print through your Windows server,
this is used for setting up this Linux machine as a print server.

& Administration - CUPS 1.4.7 | %+ ‘
> | € http://127.0.0.1:631/admin Vel [ Q)
C Home Administration Classes Online Help Jobs Printers
Printers Server
‘ Add Printer ‘ Find New Printers Manage Printers Edit Configuration File View Access Log View Error Log View Page Log
Server Settings:
Classes 9
Advanced »
Add Class || Manage Classes M Show printers shared by other systems
[J Share printers connected to this system
[ Allow printing from the Internet
Jobs printing om
[J Allow remote administration
[J Use Kerberos authentication (FAQ)
Manage Jobs [J Allow users to cancel any job (not just their own)
[} Save debugging information for troubleshooting
Change Settings

The CUPS Configuration Files:
Your CUPS settings , configuration and drivers are all located within the /etc/cups directory. The
primary configuration file is named cupsd.conf. Manually editing these files is beyond the scope of this
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guide, but it is good to know they are there.

Computer

@ Home

Music
Pictures
Videos
@ Trash

Network

File Edit View

(2 File System
Documents
Downloads

& Browse Net..

cups

Go Bookmarks Help

[ ]
L etc &2

= g

Q search

interfaces ppd st classes.conf
L =X S =
client.conf cupsd.conf cupsd.conf. default lpoptions
- §
= =X Ex \J
paps.convs printers.conf printers.conf.0 snmp.conf

= =)

subscriptions.conf  subscriptions.conf.O

PRINTING VIA LPD (LINE PRINTER DAEMON) - PART I:

This first part covers specifically how to enable the LPD service within Windows. This varies slightly between operating
system. The below steps specifically apply to various server operating systems.

Configuring your Windows Server to provide LPD Printing Services (Windows 2000 / 2003 / XP):

Open Add/Remove Windows Components within Add/Remove Programs. Within this location Other

network File and Print Services

¥ Add or Remove Programs _ (O] x|
% Currently installed programs: [~ Show updates Sort by: [Name vI
Change or [T = ~
Remove" lwindows Components Wizard  X| -
Programs
Windows Components TSl
@ You can add or remove components of Windows. l@ ChangefRemove
Add New Size  186.00MB
Programs. N
To add or remove a component, click the checkbox. A shaded box means that only Size  169.00MB
part of the component will be installed. To see what's included in a component, click §
Details. Size  28.23MB
Add/Remove Components: Size  1.75MB
Windows e —
Components Size  31.70MB
O @ Security Configuration ‘Wizard )
[] [ Subsystem for UNIX-based Applications 13MB Size  251.00MB
[ % Temninal Server 0.0MB Size  934.00MB
[ ¥ Teminal Server | irensinn n7mMR X
Size  745.00MB
Description: Shares files and printers on this computer with others on the network. —
Size 7.95MB
Total disk space reqqiled: 3.0MB Details... | Size 4.49MB
Space available on disk: 9389.5 MB
Size 0.86MB
Size  32.99MB
<Back [ New> |  Cancel | Hep | See  2.60MB
— Size 4.69MB
|3 Microsoft SQL Server Native Client Size 4.21MB ¥

~
Lj\)

Print

Manager
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2. Click on the [Details] button and within details check Print Services for Unix and click OK and then
[Next] to install these components.
To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.
Subcomponents of Other Network File and Print Services:
[] [ Comman Log File System 25MB ;l
O .[g File Services for Macintosh 0.0MB
O @ Microsoft Services for NFS 3.9MB
O g Print Services for Macintosh 0.0MB
M S Print Services for Unix 0.0MB
=
Description:  Enables UNIX clients to print to any printer available to this computer.
Total disk space required: 3.0MB Details
Space available on disk: 9389.5 MB 4’
oK I Cancel |
3. Afterwards Windows will install this service. You may be prompted for your Windows Installation
Media.

Configuring your Windows Server to provide LPD Printing Services (Windows 2008 / 2008 R2):

1. Run Server manager and within Roles locate the Print and Document Services role.

Within that Role, click the Add Role Services. Here you can add the LPD Service.

Add Role Services x|
= 5 )
E Select Role Services
Select the role services to install for Print and Document Services:
Confirmation Role services: Description:
Progress Print Server (Installed Lineblli‘rinfjer\zrls(a';amctr‘;| LPD)Stervice
enables -based computers or
Results v/ G0 SE”'C other computers using the Line Printer
[[] Internet Printing Remote (LPR) service to print to
[] Distributed Scan Server shared printers on this server.

Once the role has been installed, you are ready to install printers onto your Workstations.

Configuring your Windows Server to provide LPD Printing Services (Windows Vista / 7)

1. Open Control Panel > Programs and Features. Within this dialog, click the
[Turn Windows Features on or off] on the left hand side.
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2. The Windows Features dialog will open. Locate Print and Document Services and enabled the
item named LPD Print Server and then click [OK]

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= . Print and Document Services -~
. Internet Printing Client

il LPD Print Service '

. LPR Port Monitor
. Scan Management

HOEEE

m

. Windows Fax and Scan

. Remote Differential Compression
. RIP Listener

. Services for NFS

. Simple Network Management Protocol (SNMP) |
. Simple TCPIP services (i.e. echo, daytime etc)
Subsvstem for UNIX-based Anplications

| ok || cance ]

= =

slelelelels

-

PRINTING VIA LPD (LINE PRINTER DAEMON) - PART II:

This covers the actual installation of the device on Linux. You will need the following pieces of information
prior to installing the printer.

* The host name or IP address of the Windows server that you are sharing your printer from,
and have installed the LPD Printing Server / Print Services for Unix on.

* The share name of the printer you wish to install. It is recommended that the printer not
contain any spaces in its share name.

Adding an LPD Printer using CUPS Web Ul:
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1. Open the CUPS administration site and choose Add Printer

G Home Administration Classes

Printers

i Add Printer ‘ Find New Printers H Manage Printers

2. Next you will be prompted to choose the type of printing. Here you will want to choose LPD/LPR Host
or Printer.
In some situations you may encounter needing to directly enter a device URI. In this case skip ahead to
step 3.

Add Printer

Local Printers: © SCS| Printer
O Serial Port #1
O Serial Port #2
O LPT #1
O HP Printer (HPLIP)
O HP Fax (HPLIP)

Discovered Network Printers:

Other Network Printers: O Windows Printer via SAMBA
O Internet Printing Protocol (https)
D AppSocket/HP JetDirect
9| LPD/LPR Host or Printer
O Internet Printing Protocol (ipp)
O Internet Printing Protocol (http)
O Backend Error Handler

Continue

3. Now you will need to enter a properly formatted *Device URI to connect to your shared printer. The
below explains each part for an LPD Printer.
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*Device URI:
This is a Universal Resource Identifier that is a string used to indicate the protocol,
device, and other settings associated with a printer connection when using CUPS.

Protocol:

This specifies use of the LPD protocol
and TCP port 515 (by default) when
connecting to this printer.

/Ilpdblhostn{e(oripyrename

Server Name or IP:
The server name or IP
address of the print server.

Share Name:
The share name specified in
Windows for that print queue.

Final String entered into the CUPS Add Printer Wizard:

Add Printer

Connection: ‘vlpd://servername/hp4050

Windows Firewall Warning:

By default the Windows Firewall will block LPD printing. This traffic can
typically be enabled by allowing incoming connections on TCP Port 515.
It is recommended that care is used when opening this port; connections
should only be allowed from the subnets with Linux and other systems
that require this method of printing.

4. After specifying the Device URI, you will need to name your printer. This is how end users will see this
device in their printer list.
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Add Printer

Name:‘l-lainLaserJet ‘

(May contain any printable characters except "/, "#", and space)
Description: [Black and white Laser \
(Human-readable description such as "HP LaserJet with Duplexer")
Location: | |

(Human-readable location such as "Lab 1")
Connection: Ipd://servername/hp4050
Sharing: [ Share This Printer

Continue

5. Selecting a driver will be your next step. Most printers that have been out for a while provide a very good
choice of drivers. If your Linux distribution does not seem to include the drivers for your device that you need,
please take a look at the section labeled Obtaining Linux Drivers to get access to an appropriate PPD
(Postscript Printer Description) file.

Add Printer

Name: MainLaserJet
Description: Black and White Laser
Location:
Connection: Ipd:/servername/hp4050
Sharing: Do Not Share This Printer

Make: HP | select Another Make/Manufacturer

Model: [T EeSETIET TUUY SRS TPy PR, S n ey
HP LaserJet 4000 Series pcl3, hpcups 3.11.5 (en)
HP LaserJet 4000 Series Postscript (en, da, de, es, fi, fr, it, ja, ko, nl, nb, pt, sv, zh_CN, zh_TW)
HP LaserJet 4050 - CUPS+Gutenprint v5.2.7 (en)

HP LaserJet 4050 Foomatic/lj4dith (en)

HP LaserJet 4050 Foomatic/ljSgray (en)

HP LaserJet 4050 Foomatic/ljet4 (en)

HP LaserJet 4050 Foomatic/Postscript (en)

HP LaserJet 4050 Foomatic/pxlmono (en)

HD | acar lat ANSA Sarias hniis ncl2 2 11 5 (an)

Or Provide a PPD File: Browse...

Add Printer

6. Once the printer is added, it should be selectable in applications. When viewing the queue in Windows, the
job’s owner will list as the user logged into Linux at the time or printing, combine with the source IP.
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& HP LaserJet 4050 Series PS -0l x|
Printer Document | View Help

Document Name | Status ] QOwner | Pages ] Size I Submitted l
Google Paused johndoe (192.168.10.190) M/A 31.9KB 2:47:43 PM 7(23/2011

Il document(s) in queue [

PRINTING VIA SMB (WINDOWS FILE & PRINT SHARING)

This covers the actual installation of the device on Linux using simply the sharing. It does not require the LPD
Printing Service / Print Services for Unix be installed on your Windows Server. You will need the following
pieces of information prior to installing the printer.

%

The host name or IP address of the Windows server that you are sharing your printer from.

* The Windows Domain name you will be authenticating against. (not necessary for
workgroups)

* Valid Windows credentials for connecting and printing to the device. Typically these will be
domain credentials, but can also be local users on the print server.

The share name of the printer within Windows.

Installing a Printer via Windows Printer Sharing:

1. Open the CUPS administration site and choose Add Printer

G Home Administration Classes

Printers

‘ Add Printer ‘ Find New Printers H Manage Printers

2. Next you will be prompted to choose the type of printing. Here you will want to choose Windows
Printer via SAMBA. In some situations you may encounter needing to directly enter a device URI. In
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this case skip ahead to step 3.

Add Printer

Local Printers: © SCS| Printer
O Serial Port #1
O Serial Port #2
D HP Printer (HPLIP)
O LPT #1
O HP Fax (HPLIP)
Discovered Network Printers:

Other Network Printers: O Internet Printing Protocol (https)
O AppSocket/HP JetDirect
O LPD/LPR Host or Printer
D Internet Printing Protocol (ipp)
O Internet Printing Protocol (http)
@® Windows Printer via SAMBA
O Backend Error Handler

Continue

3. Now you will need to enter a properly formatted *Device URI to connect to your shared printer. The
below explains each part for an SMB share

*Device URI:
This is a Universal Resource Identifier that is a string used to indicate the protocol,
device, and other settings associated with a printer connection when using CUPS.

Domain:

The Active Directory Domain
Protocol: authenticating against. Alternatively Share Name:
This specifies use of the LPD protocol if authenticating against the local The share name specified in
and TCP port 515 (by default) when users (workgroup setups), then the Windows for that print queue.
connecting/to\this printer. machine’s Windows NETBIOS name.

smb://lusername:password@domain/hostname(or ip)/sharename

Username & Password:

Valid windows credentials on the
Windows Domain or System that
have rights to the printer

Server Name or IP:
The server name or IP
address of the print server.

Final String entered into the CUPS Add Printer Wizard:

( ) Software Shelf International, Inc.
'\ PO Box 7343
kX\J Menlo Park, CA 94026 USA
& Phone: 650-521-5275

Maprqg‘gter Sales: sales@softwareshelf.com
2 J Support: support@softwareself.com

© 2011 Software Shelf International, Inc. All Rights Reserved.



Linux Printing via the Windows Print Server Print Manager Plus

Add Printer

Connection:

smb://administrator:Pass1234@MyDomain/printserver/hp4050

Examples:

4. After specifying the Device URI, you will need to name your printer. This is how end users will see this
device in their printer list.

Add Printer

Name: ‘Blac’k&n(li'lhiteLaser_SleB ‘

(May contain any printable characters except "/", "#", and space)
Description: | |

(Human-readable description such as "HP LaserJet with Duplexer")
Location: | |

(Human-readable location such as "Lab 1")
Connection: smb://administrator.;Pass1234@MyD omain/printserver/hp4050
Sharing: [J Share This Printer

Continue

5. Selecting a driver will be your next step. Most printers that have been out for a while provide a very good
choice of drivers. If your Linux distribution does not seem to include the drivers for your device that you need,

please take a look at the section labeled Obtaining Linux Drivers to get access to an appropriate PPD
(Postscript Printer Description) file.

Add Printer

Name: BlackAndWhiteLaser_SMB
Description:
Location:
Connection: smb://administrator:Pass1234@MyD omain/printserver/hp4050
Sharing: Do Not Share This Printer

Make: Hp | select Another Make/Manufacturer

Model: HP LaserJet 4000 Series hpijs pcl3, 3.11.5 (en)
HP LaserJet 4000 Series pcl3, hpcups 3.11.5 (en)
HP LaserJet 4000 Series Postscript (en, da, de, es, fi, fr, it, ja, ko, nl, nb, pt, sv, zh_CN, zh_TW)
HP LaserJet 4050 - CUPS+Gutenprint v5.2.7 (en)

HP LaserJet 4050 Foomatic/lj4dith (en)

HP LaserJet 4050 Foomatic/ljSgray (en)
HP LaserJet 4050 Foomatic/ljet4 (en)

HP LaserJet 4050 Foomatic/Postscript (en)
HP LaserJet 4050 Foomatic/pxlmono (en)

Or Provide a PPD File:

Browse...

Add Printer
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6. Once the printer is added, it should be selectable in applications. When viewing the queue in Windows, the
job’s owner will list as the user specified in the Device URI, and not as the user logged in. Also no document
title will be available.

You can see the difference between using LPD (Job 1) and SAMBA (job 2) by viewing the two jobs in the
queue. Both were submitted as John Doe, but the second cannot be tracked or accounted for properly.

& HP LaserJet 4050 Series PS - |D|5|
Printer Document VYiew Help
Document Mame ‘ Status ‘ Qwner [ Pages ] Size I Submitted I
Google Paused johndoe (192.168.10.190)  N/A 31.9KB 2:47:43 PM 7/23/2011
Remate Downlevel Document  Paused Administrator M/A 26.8KB 7:56:23 PM 7/23/2011

'2 document(s) in queue 4

OBTAINING LINUX DRIVERS

Most distributions of Linux include a rich set of drivers, especially for common printers, or printers that have
been on the market for any substantial length of time. Drivers come in the form of PPD Files. Below are a few
explanations on what these are and where to help find drivers.

What is the PPD File?
The PPD file, or *PostScript Printer Definition file is simply a simple text file used to invoke what features

are to be enabled for a PostScript print job. Originally CUPS only support printers that could understand
the PostScript printing language.

Today a large variety of printers can be supported, by enhanced filters that allow the print jobs to be
translated into many other languages such as PCL and ESCP/2 to name a couple.

*PostScript is a language, common used to describe the contents, layout, sizing, orientation and more of
items on a page. It is commonly categorized as a Page Description Language.

Printer Manufacturer:

If your printer manufacturer provides a CUPS compatible, then this is typically the best option and will
provide the most reliable output to your printer.

CUPS:

The CUPS website at www.cups.org has extensive resources and links to obtaining supported drivers for a
variety of manufacturers and models.
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Other Sources:
There are a variety of open source groups that have helped create a large number of printer drivers which
support CUPS. A few examples of places to help check for support are via:

The Linux Foundation - www.openprinting.org
Gutenprint - http://gimp-print.sourceforge.net
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